A Review on the State-of-the-Art Privacy-Preserving
Approaches in the e-Health Clouds
Abstract:
       Cloud computing is emerging as a new computing paradigm in the healthcare sector besides other business domains. Large numbers of health organizations have started shifting the electronic health information to the cloud environment. Introducing the cloud services in the health sector not only facilitates the exchange of electronic medical records among the hospitals and clinics, but also enables the cloud to act as a medical record storage center. Moreover, shifting to the cloud environment relieves the healthcare organizations of the tedious tasks of infrastructure management and also minimizes development and maintenance costs.  Nonetheless, storing the patient health data in the third party servers also entails serious threats to data privacy. Because of probable disclosure of medical records stored and exchanged in the cloud, the patients’ privacy concerns should essentially be considered when designing the security and privacy mechanisms. Various approaches have been used to preserve the privacy of the health information in the cloud environment. This survey aims to encompass the state-of-the-art privacy-preserving approaches employed in the e-Health clouds. Moreover, the privacy-preserving approaches are classified into cryptographic and non cryptographic approaches and taxonomy of the approaches is also presented. Furthermore, the strengths and weaknesses of the presented approaches are reported and some open issues are highlighted. 
Existing System:
        Traditional clinical settings with paper-based medical records and prescriptions have also advanced to the Personal Health Records (PHRs) and the Electronic Health Records (EHRs). The PHRs and EHRs, both are the electronic versions of patient health information. The EHR of a patient may exist at various locations in the healthcare community networks. From the clinical standpoint, it is important to access the up-to-date integrated patient health information. The requirements for storage and continuous availability of e-Health data necessitate the use of the cloud computing services. Although there is no standard definition of the e-Health cloud, it can be considered as a platform that, besides storing gigantic volumes of the health data, also serves as a structured management of the health data across multiple healthcare providers The fact that the cloud offers several benefits, it also entails special threats to the health data in terms of privacy and security.
Proposed System:
     The concept of privacy preserving is considerably more than merely maintaining the confidentiality of data. The data privacy in the cloud include spoofing identity, tampering with the data, repudiation, and information disclosure. Therefore, we classify the privacy-preserving approaches used in the e-Health clouds into 1) cryptographic and 2) non cryptographic approaches at the top level. The cryptographic approaches to mitigate the privacy risks utilize certain encryption schemes and cryptographic primitives. Conversely, non cryptographic approaches mainly use policy-based authorization infrastructure that allows the data objects to have access control policies
Conclusion:
      We have presented a state-of-the-art review on the approaches and methodologies that are currently being used to deal with the important issue of privacy. We have categorized the privacy-preserving approaches into cryptographic and non cryptographic approaches. Moreover, we have developed taxonomy of the techniques that have been applied to preserve the privacy of the existing data. We also presented a detailed comparison of the privacy-preserving approaches from the perspective of the fulfillment of the privacy-preserving requirements and key management overhead. 

System Requirements:
Software Requirements:
 Operating System			: Windows XP.
 Platform  				: JDK1.6.
Server side				: Glassfish Server 2.1, JSP, Xampp 1.7.1.  
Frontend                                   : JSP.
Backend				  : MySQL 5.1.
Hardware Requirements:
 Processor   		       		 : Pentium 4 
RAM          				 : 512 MB and above
Hard Disk   	 			: 40 GB and above









