An Overview of Information Hiding
in H.264/AVC Compressed Video




Abstract

                  Data hiding techniques can be used to embed a secret message into a compressed video bit stream for copyright protection, access control, content annotation and transaction tracking. Such data hiding techniques can also be used for other purposes. Video data hiding is still an important research topic due to the design complexities involved. 
                     Our  propose a new video data hiding method that makes use of erasure correction capability of Repeat Accumulate codes and superiority of Data Hiding. Selective embedding is utilized in the proposed method to determine host signal samples suitable for data hiding used to find an association between macroblock-level feature variables and the values of a hidden message bit. Flexible Macroblock Ordering (FMO) feature of H.264/AVC video for message hiding and extraction. This method also contains a temporal synchronization scheme in order to withstand frame drop and insert attacks.  The proposed solutions are analyzed in terms of message extraction accuracy, and excessive bit rate and quality distortion. In general, a coded picture is divided into one or more slices. Slices are self-contained and can be decoded and displayed independently of other slices. Each slice group contains one or more slices and macroblocks can be assigned in any order to these slices. The assignment of macroblocks to different groups is signaled by a syntax structure called the “slice group id”. Flexible Macroblock Ordering means of message hiding does not violate its original purpose.



Existing System

· In special domain, the hiding process such as least significant bit(LSB) replacement, is done in special domain, while transform domain methods; hide data in another domain such as wavelet domain.
· Least significant bit (LSB) is the simplest form of Steganography. LSB is based on inserting data in the least significant bit of pixels, which lead to a slight change on the cover image that is not noticeable to human eye. Since this method can be easily cracked, it is more vulnerable to attacks.
· LSB method has intense affects on the statistical information of image like histogram. Attackers could be aware of a hidden communication by just checking the Histogram of an image. A good solution to eliminate this defect was LSB matching. LSB-Matching was a great step forward in Steganography methods and many others get ideas from it











Proposed System

· Data hiding in video sequences is performed in two major ways: bit stream-level and data-level.
· Flexible Macroblock Ordering (FMO) allows the encoder to create what is known as slice groups. Each slice group contains one or more slices and macroblocks can be assigned in any order to these slices.
· The proposed solutions are analyzed in terms of message extraction accuracy and excessive bit rate and quality distortion.
· FMO as means of message hiding it does not violate its original purpose, using FMO increases error resiliency and enhances error concealment.
· A new block-based selective embedding type data hiding framework that encapsulates flexible macroblock ordering.
· By means of simple rules applied to the frame markers, we introduce certain level of robustness against frame drop, repeat and insert attacks.







SOFTWARE REQUIREMENTS
· Platform  				: JAVA (JDK 1.5)
· Front End                                    : JAVA Swing
· IDE                                              : NETBEANS 6.9
· Operating System 	     		 : Microsoft Windows 2000 or XP
   
HARDWARE REQUIREMENTS
· Processor  				: Pentium IV Processor
· RAM  			          : 512 MB
· Monitor				: 14” VGA COLOR MONITOR	
· Keyboard				: 104 Keys

