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Abstract: 
The security issues of data transmitted in networked control systems (NCSs), especially Confidentiality, integrity and authenticity.  In this paper, we investigate a new class of active worms, referred to as Camouflaging Worm (C-Worm in short). The C-Worm is different from traditional worms because of its ability to intelligently manipulate its scan traffic volume over time. A secure networked predictive control system (SNPCS) architecture is presented. Which integrates the Data Encryption Standard (DES) algorithm, Message Digest (MD5) algorithm, timestamp strategy. We observe that these two types of traffic are barely distinguishable in the time domain. Power Spectral Density (PSD) distribution of the scan traffic volume and its corresponding Spectral Flatness Measure (SFM) to distinguish the C-Worm traffic from background traffic. The performance data clearly demonstrates that our scheme can effectively detect the C-Worm propagation. 

Existing System:
Existing detection schemes are based on a tacit assumption that each worm-infected computer keeps scanning the Internet and propagates itself at the highest possible speed. Furthermore, it has been shown that the worm scan traffic volume and the number of worm-infected computers exhibit exponentially increasing patterns. Nevertheless, the attackers are crafting attack strategies that intend to defeat existing worm detection systems. In particular, ‘stealth’ is one attack strategy used by a recently-discovered active worm called “Attack” worm  and the “self-stopping” worm  circumvent detection by hibernating (i.e., stop propagating) with a pre-determined period. Worm might also use the evasive scan and traffic morphing technique to hide the detection.


Proposed System:
Proposed Worm detection schemes that are based on the global scan traffic monitor by detecting traffic anomalous behavior. There are other worm detection and defense schemes such as sequential hypothesis testing for detecting worm-infected computers, payload-based worm signature detection. In presented both theoretical modeling and experimental results on a collaborative worm signature generation system that employs distributed fingerprint filtering and aggregation and multiple edge networks. In presented a state-space feedback control model that detects and control the spread of these viruses or worms by measuring the velocity of the number of new connections an infected computer makes. Despite the different approaches described above, we believe that detecting widely scanning anomaly behavior continues to be a useful weapon against worms, and that in practice multifaceted defense has advantages.

Hardware Requirements: 
System		: 	Pentium IV 2.4 GHz. 
Hard Disk       	: 	40 GB. 
Floppy Drive	: 	1.44 Mb. 
Monitor	        	: 	15 VGA Colour. 
Ram			: 	512 Mb. 

Software Requirements: 
Operating system	:  	Windows XP.
Coding Language	:  	JDK 1.6
Tools			:  	NetBeans 7.0.1 
