Risk Aware Query Replacement Approach For Secure Databases Performance Management

Abstract:
Large amount of data and increased demand to extract, analyze and derive knowledge from data are impairing nowadays performance of enterprise mission- critical systems such as databases. For databases, the challenging problem is to manage complex and sometimes non- optimized queries executed on enormous datasets stored across several tables. This generally results in increased query response time and loss of employees productivity. In this paper, we investigate the problem of enterprise computing resources availability. Our goal is to minimize performance degradation arising from resource intensive queries. We propose a risk aware approach that decouples the process of analyzing resource requirements of sql queries from their execution. We leverage XACML to control users' requests and to monitor database loads. This allows us to adjust available resources in a database system to computing resource needs of queries. A query can therefore run in a database if it does not severely impact the performance of the database. Otherwise, we propose to the requester a replacement query denoted what-if-query. Such query proposes results that are similar to the results of the requester's query, is secure and provides acceptable answers when it executes without compromising the performance of the database.


Existing System:
· Existing work recently performed in statistical relational learning, aiming at working with such data sets only.

· Incorporates research topics, such as link analysis web mining social network analysis or graph mining. 

· All these research fields intend to find and exploit links between objects in addition to features as is also the case in the field of spatial statistics.

· The focus of the techniques has moved over from the analysis of the features.


Proposed system:

· Proposed a link-analysis-based technique allowing discovering relationships existing between elements  

·  More specifically, this work is based on a random walk through the database defining a target and rule evaluator module

· Suppose, for instance, we are interested in analyzing the relationships between elements contained in two different tables of a relational database 

· To this end, a two-step procedure is developed target and rule evaluator module (TREM) is analogous to the XACML Policy Decision Point (PDP). The role of TREM is to evaluate human users' requests based upon the users' privileges and the availability of computing resources to process their requests. The aim is to handle users' requests with minimum performance degradation.


Hardware Requirements:

       PROCESSOR                        	 : Intel Pentium-IV (3.00 GHz)
       MEMORY                                   : 128 MB
 
       HARD DISK                                :  40 GB
 
       MONITOR                                 : EGA/VGA     
 
        MOUSE                                     : LOGITECH MOUSE
        KEYBOARD                               : LOGITECH KEYBOARD
 


SOFTWARE REQUIREMENTS: 
 
      OPERATING SYSTEM              : MICROSOFT WINDOWS 2000
 
      LANGUAGE                               :   JAVA
 
      DATABASE	                            : SQL SERVER 

