Security Analysis of Handover Key Management in 4G LTE/SAE Networks

Abstract:
The goal of 3GPP Long Term Evolution/System Architecture Evolution (LTE/SAE) is to move mobile cellular wireless technology into its fourth generation. One of the unique challenges of fourth-generation technology is how to close a security gap through which a single compromised or malicious device can jeopardize an entire mobile network because of the open nature of these networks. To meet this challenge, handover key management in the 3GPP LTE/SAE has been designed to revoke any compromised key(s) and as a consequence isolate corrupted network devices. This paper, however, identifies and details the vulnerability of this handover key management to what are called desynchronization attacks; such attacks jeopardize secure communication between users and mobile networks. Although periodic updates of the root key are an integral part of handover key management, our work here emphasizes how essential these updates are to minimizing the effect of desynchronization attacks that, as of now, cannot be effectively prevented. Our main contribution, however, is to explore how network operators can determine for themselves an optimal interval for updates that minimizes the signaling load they impose while protecting the security of user traffic. Our analytical and simulation studies demonstrate the impact of the key update interval on such performance criteria as network topology and user mobility.



Existing System:
· Recent increases in mobile data usage and the emergence of new applications drive the motivation to move the 3GPP into the fourth generation of cellular wireless technology.

· The EPS is also designed to support flat Internet Protocol (IP) connectivity and full interworking with heterogeneous radio access networks and service providers.

· One of the changes in the EPS is separation between the Control plane (C-plane) signaling traffic and the User data plane (U-plane) data traffic.

Proposed System:

· It emphasizes the significance of a root key update to minimize the effect of a desynchronization attack and another key compromise by unknown attacks.
· It is important to use a realistic mobility model to ensure that the simulation results accurately reflect the real-world performance of mobile networks.
· The clustering coefficient ranges from zero to one and its value is determined to an extent by how close its neighbors are to being a complete graph.
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