VSPN: VANET-BASED SECURE AND PRIVACY-PRESERVING NAVIGATION

ABSTECT:

Finding a route to a certain destination is a common experience for all drivers. With the introduction of Global Positioning System (GPS)  signals, the device can determine its current location and then find the geographically shortest route to a certain destination based on a local map database. Traffic Message Channel (TMC) makes use of FM radio data system to broadcast real-time traffic and weather information to drivers. Recently, vehicular ad hoc network (VANET) becomes increasingly popular in many countries. It is an important element of the Intelligent Transportation Systems (ITSs). In a typical VANET, each vehicle is assumed to have an onboard unit (OBU) and there are road-side units (RSU) installed along the roads. The  OBUs and RSUs communicate using the Dedicated Short Range Communications (DSRC) protocol over the wireless channel while the RSUs, TA, and the application servers communicate using a secure fixed network (e.g., the Internet).In this paper, we propose a navigation scheme that utilizes the online road information collected by a vehicular ad hoc network (VANET) to guide the drivers to desired destinations in a real-time and distributed manner. 
The proposed scheme has the advantage of using real-time road conditions to compute a better route and at the same time, the information source can be properly authenticated. To protect the privacy of the drivers, the query (destination) and the driver who issues the query are guaranteed to be unlink able to any party including the trusted authority. We make use of the idea of anonymous credential to achieve this goal. In addition to authentication and privacy preserving, our scheme fulfills all other necessary security requirements. Using the real maps of New York and California, we conducted a simulation study on our scheme showing that it is effective in terms of processing delay and providing routes of much shorter traveling time.


EXISTING SYSTEM:

· First, their scheme is of a small scale that covers a car park, while ours is large scale to cover the whole city and beyond. Second, in their scheme a car park is monitored by three RSUs that take up the roles of determining a vehicle’s location, searching for a vacant parking space, and providing navigation service to guide the vehicle to go from the car park entrance to the selected parking space.

· The basic application of a VANET is to allow arbitrary vehicles to broadcast safety messages (e.g., vehicle speed, turning direction, traffic accident information) to other nearby vehicles (denoted as vehicle-vehicle or V2V communications).

· the route searching procedure of these systems is based on a local map database and real-time road conditions are not taken into account.

· A VANET-based navigation system, we need additional security and privacy requirements that make the problem nontrivial. In a basic VANET system, the trusted authority has the power to reveal the real identity of a vehicle.
PROPOSED SYSTEM:

· The proposed scheme has the advantage of using real-time road conditions to compute a better route and at the same time, the information source can be properly authenticated.

· We proposed a VANET-based secure and privacy-preserving navigation scheme in this paper. We utilized speed data and road conditions collected by RSUs to guide vehicles to desired destinations in a distributed manner.

· Our scheme adopts some security primitives in a nontrivial way to provide a number of security features: 
1) Vehicles are authenticated by means of pseudo identities. 
2) Navigation queries and results are protected from eavesdroppers. Besides, with the idea of anonymous credential, no one including TA can link up a vehicle’s navigation query and its identity. 
3) Information provided by RSUs can be properly authenticated before the route is actually being used. 

· Besides satisfying all security and privacy requirements, our solution is efficient in the sense that a vehicle can complete the whole navigation querying process and receive urgent notification in a very short time.

· On the other hand, the route returned by our scheme can lead to savings of up to 55 percent of traveling time compared with the offline map data searching approach. Our scheme also gives lower route blocking rate in practice.

· Note that our VSPN scheme can apply to the situation where the route searching process is done by a central server, which collects and verifies speed data and road conditions from RSUs.





SOFTWARE SPECIFICATION

HARDWARE SPECIFICATION:
Processor            	  	:        Intel Pentium III or higher
RAM				:	1 GB or higher
Hard Disk			:	40 GB or higher
Mother Board 		: 	Intel 845 g chipset or higher
I/O 				:	Optical mouse and keyboard

SOFTWARE SPECIFICATION:
Operating system 		: 	Linux-Mint15
Programming       		: 	Network Simulator 2.35
Language Used    		: 	TCL and C++
Network Modeling 	: 	Dia or Ns2
Tool 




